
PAPER – 6: INFORMATION SYSTEMS CONTROL AND AUDIT 

QUESTIONS 

Concepts of Governance and Management of Information Systems 

1. (a)  What is Governance of Enterprise IT (GEIT)? Explain its key benefits in brief. 

(b)  Discuss the key governance practices for evaluating risk management. 

2.  Discuss the seven enablers of COBIT 5 framework.  

3. As an IT consultant, elaborate on the major benefits of Governance to the Management 

of an enterprise. 

Information System Concepts 

4. Discuss limitations of Management Information Systems (MIS). 

5. Distinguish between General-purpose planning languages and Special-purpose planning 

languages. 

6. Discuss the impact of IT on Information Systems for different sectors.  

Protection of Information Systems 

7. Discuss Information Security Policy and its hierarchy. 

8. Discuss Asynchronous Attacks. 

9. Discuss Data Resource Management Controls under Managerial Controls. 

Business Continuity Planning and Disaster Recovery Planning 

10. Differentiate between Recovery Plan and Test Plan.  

11. Discuss Incremental Backup, its advantages and disadvantages. 

12. Discuss Objectives and Goals of Business Continuity Planning (BCP). 

Acquisition, Development and Implementation of Information Systems 

13. Discuss the Agile Model and its manifesto. 

14. Differentiate between File conversion and System Conversion under System 

implementation phase of System Development Life Cycle (SDLC). 

15. What can be the major Developer-related issues and challenges in achieving the System 

Development objectives?  

Auditing of Information Systems 

16. What are the various categories of Information systems (IS) Audit? 
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17. Discuss the role of auditors in evaluating the implementation of Security Management 

Controls and Operations Management Controls. 

Information Technology Regulatory Issues 

18. (a) Discuss the provision given in IT (Amendment) Act, 2008 that gives “Penalty for 

breach of confidentiality and privacy”. 

(b)  Discuss the Audit Report norms set up by SEBI for System Controls and Audit. 

Emerging Technologies 

19. Discuss Green Computing Best Practices, in brief. 

20. Discuss “Community Cloud” and its characteristics under Cloud Computing environment. 

Short Note Based Questions 

21. Write short notes on following: 

(a) Storage as a Service (STaaS) 

(b) Firewall 

(c) Folksonomy 

(d) Types of Audit Trail 

(e) Disadvantages of Full Backup 

22.  Differentiate between the following: 

(a) Physical Controls and Logical Controls under Batch Controls 

(b) Corrective Controls and Compensatory Controls 

(c) System Analysis and System Design 

(d) Hardware Acquisition and Software Acquisition 

(e) Asset and Threat 

Questions based on the Case Studies 

23. Examine the legal position in the given situations as per the IT Act, 2000. 

(a) Mr. X is a Government servant whose profile is to maintain the records of all the 

employees of the organization. The intruder Mr. Z personates as the senior member 

of the organization’s management team and retrieved the critical data from Mr. X on 

mobile phone.  State the liabilities of Mr. Z under the given situation. 

(b) Also, state the liability of Mr. X in the above situation.  

24. (a) XYZ is a government agency that had been developing and adopting office 

automation systems at random and in isolated pockets of its departments. At the 

same time, it was felt that the organisation needs to follow some specification for 
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their Information Security Management System (ISMS). As an IT consultant, explain 

to the management to why they should follow ISO 27001:2013 standard? 

(b) The management of an enterprise PQR is in lookout of an integrated information 

system that combines most of information systems and designed to produce 

information and support decision making for different levels of management and 

business functions. Suggest the solution and also list its benefits. 

25. (a) During the equipment installation in ABC shopping mall, its construction contractor 

wishes to ensure that the installation is protected against any kind of water damage. 

Discuss some of the major ways with which the same can be achieved.  

(b) As a consultant, suggest the validation methods that may be adopted by the 

management of ABC Mall to validate the vendor’s proposal. 

SUGGESTED ANSWERS/HINTS 

1. (a)  Governance of Enterprise IT (GEIT): Governance of Enterprise IT is a sub-set of 

corporate governance and facilitates implementation of a framework of Information 

Systems’ controls within an enterprise as relevant and encompassing all key areas. 

The primary objectives of GEIT are to analyze and articulate the requirements for 

the governance of enterprise IT, and to put in place and maintain effective enabling 

structures, principles, processes and practices, with clarity of responsibilities and 

authority to achieve the enterprise's mission, goals and objectives. 

 Major benefits of GEIT are as follows: 

♦ It provides a consistent approach integrated and aligned with the enterprise 

governance approach. 

♦ It ensures that IT-related decisions are made in line with the enterprise's 

strategies and objectives. 

♦ It ensures that IT-related processes are overseen effectively and transparently. 

♦ It confirms compliance with legal and regulatory requirements. 

♦ It ensures that the governance requirements for board members are met. 

(b)  The key governance practices for evaluating risk management are as follows: 

♦ Evaluate Risk Management: This continually examines and makes judgment 

on the effect of risk on the current and future use of IT in the enterprise. This 

further considers whether the enterprise's risk appetite is appropriate and that 

risks to enterprise value related to the use of IT are identified and managed; 

♦ Direct Risk Management: This directs the establishment of risk management 

practices to provide reasonable assurance that IT risk management practices 
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are appropriate to ensure that the actual IT risk does not exceed the board’s 

risk appetite; and 

♦ Monitor Risk Management: This monitors the key goals and metrics of the 

risk management processes and establishes how deviations or problems will 

be identified, tracked and reported on for remediation. 

2. Enablers of COBIT 5: Enablers are factors that, individually and collectively, influence 

whether something will work; in this case, governance and management over enterprise 

IT. Enablers are driven by the goals cascade, i.e., higher-level IT related goals defining 

‘what the different enablers should achieve’. The COBIT 5 framework describes seven 

categories of enablers, which are as follows: 

• Principles, Policies and Frameworks are the vehicle to translate the desired 

behaviour into practical guidance for day-to-day management. 

• Processes describe an organized set of practices and activities to achieve certain 

objectives and produce a set of outputs in support of achieving overall IT-related 

goals. 

• Organizational structures are the key decision-making entities in an enterprise. 

• Culture, Ethics and Behaviour of individuals and of the enterprise is very often 

underestimated as a success factor in governance and management activities.  

• Information is pervasive throughout any organization and includes all information 

produced and used by the enterprise. Information is required for keeping the 

organization running and well governed, but at the operational level, information is 

very often the key product of the enterprise itself. 

• Services, Infrastructure and Applications include the infrastructure, technology 

and applications that provide the enterprise with information technology processing 

and services. 

• People, Skills and Competencies are linked to people and are required for 

successful completion of all activities and for making correct decisions and taking 

corrective actions. 

3. Some of the major benefits of Governance to the management of an enterprise are as 

follows: 

• Achieving enterprise objectives by ensuring that each element of the mission and 

strategy are assigned and managed with a clearly understood and transparent 

decisions rights and accountability framework;  

• Defining and encouraging desirable behavior in the use of IT and in the execution of 

IT outsourcing arrangements; 

• Implementing and integrating the desired business processes into the enterprise; 
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• Providing stability and overcoming the limitations of organizational structure; 

• Improving customer, business and internal relationships and satisfaction, and 

reducing internal territorial strife by formally integrating the customers, business 

units, and external IT providers into a holistic IT governance framework; and 

• Enabling effective and strategically aligned decision making for the IT Principles 

that define the role of IT, IT Architecture, IT Infrastructure, Application Portfolio and 

Frameworks, Service Portfolio, Information and Competency Portfolios and IT 

Investment & Prioritization. 

4. Major limitations of Management Information Systems (MIS) are given below: 

• The quality of the outputs of MIS is basically governed by the quantity of input and 

processes. 

• MIS is not a substitute for effective management, which means that it cannot 

replace managerial judgment in making decisions in different functional areas. It is 

merely an important tool in the hands of executives for decision making and 

problem solving. 

• MIS may not have requisite flexibility to quickly update itself with the changing 

needs of time, especially in fast changing and complex environment. 

• MIS cannot provide tailor-made information packages suitable for the purpose of 

every type of decision made by executives. 

• MIS takes into account mainly quantitative factors, thus it ignores the non-

quantitative factors like morale and attitude of members of organization, which have 

an important bearing on the decision making process of executives or senior 

management. 

• MIS is less useful for making non-programmed decisions. Such types of decisions 

are not of the routine type and thus require information, which may not be available 

from existing MIS to executives. 

• The effectiveness of MIS is reduced in enterprises, where the culture of hoarding 

information and not sharing with other holds. 

• MIS effectiveness decreases due to frequent changes in top management, 

organizational structure and operational team. 

5.  General-purpose planning languages: These are the languages that allow users to 

perform many routine tasks, for example; retrieving various data from a database or 

performing statistical analyses. The languages in most electronic spreadsheets are good 

examples of general-purpose planning languages. These languages enable user to 

tackle abroad range of budgeting, forecasting, and other worksheet-oriented problems. 

 Special-purpose planning languages: These are the languages that are more limited in 

what they can do, but they usually do certain jobs better than the general-purpose 
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planning languages. Some statistical languages, such as Statistical Analysis System 

(SAS) and Statistical Package for the Social Sciences (SPSS), are examples of special 

purpose planning languages. 

6. The impact of IT on Information Systems for different sectors is explained below: 

(i) E-business – This is also called electronic business and includes purchasing, 

selling, production management, logistics, communication, support services and 

inventory management through the use of internet technologies. The advantage of 

E-business are 24 hours sale, lower cost of doing business, more efficient business 

relationship, eliminate middlemen, unlimited market place and access with broaden 

customer base, secure payment systems, easier business administration and online 

fast updating. Only investment is needed in the purchase of space on internet, 

designing and maintenance of website. Different types of business can be done e.g. 

it may be B2B (Business to Business), B2C (Business to Customer), C2C 

(Customer to Customer) and C2B (Customer to Business). Because of no limitations 

of time and space, people prefer to involve in E-business. Thus, we can say that IT 

has given new definition to business. 

(ii) Financial Service Sector – The financial services sector (banks, building societies, 

life insurance companies and short term insurers) manages large amounts of data 

and processes enormous numbers of transactions every day. All the major financial 

institutions operate nationally and have wide networks of regional offices and 

associated electronic networks. Now-a-days most of the services are offered by the 

financial services on internet, which can be accessed from anywhere and anytime 

that makes it more convenient to the customers. It also reduces their cost in terms 

of office staff and office building. Through the use of internet and mobile phones, 

financial service sectors are in direct touch with their customers and with adequate 

databases, it will be easier for service sectors to manage customer relationships.  

(iii) Wholesaling and Retailing – A visit to any large store will show that IT has 

become a vital part of retailing. Retail business uses IT to carry out basic functions 

including till systems for selling items, capturing the sales data by item, stock 

control, buying, management reports, customer information and accounting. The 

laser scanners used in most grocery supermarkets and superstores to read product 

bar codes are among the most distinctive examples of modern computer 

technology. By using internet or mobile phones retailers can collect and exchange 

data between stores, distribution centers, suppliers and head offices. IT can be 

used in wholesale for supply chain logistics management, planning, space 

management, purchasing, re-ordering, and analysis of promotions. Data mining and 

data warehousing applications helps in the analysis of market baskets, customer 

profiles and sales trends. E-commerce among partners (suppliers, wholesalers, 

retailers, distributors) helps in carrying out transactions.  
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(iv) Public sectors – It includes services provided by the government mainly hospitals, 

police stations, universities etc. IT/IS can be used to keep records of the cases, 

respective people involved it, other related documents and can consult the existing 

data warehouse or databases to take appropriate actions. For example, IS like ERP 

can be implemented in a university to keep record of its employees in terms of their 

designation, leaves availed, department, achievements that can be used further in 

analyzing their performance.  

(iv) Others – IT is efficiently used in entertainment industry (games, picture collection 

etc.), agriculture industry (information is just a mouse click away to the farmers), 

Tour industry (railway, hotel and airline reservations) and consultancy etc. Thus, we 

can say that IT has changed the working style of business world drastically and 

make it simpler day-by-day with its advancement. 

7. Information Security Policy – This policy provides a definition of Information Security, 

its overall objective and the importance that applies to all users. Various types of 

Information Security Policies are as follows: 

• User Security Policies – These include User Security Policy and Acceptable 

Usage Policy. 

♦ User Security Policy – This policy sets out the responsibilities and 

requirements for all IT system users. It provides security terms of reference for 

Users, Line Managers and System Owners. 

♦ Acceptable Usage Policy – This sets out the policy for acceptable use of 

email, Internet services and other IT resources. 

• Organization Security Policies – These include Organizational Information Security 

Policy, Network & System Security Policy and Information Classification Policy. 

• Organizational Information Security Policy – This policy sets out the Group policy 

for the security of its information assets and the Information Technology (IT) systems 

processing this information. Though it is positioned at the bottom of the hierarchy, it is 

the main IT security policy document. 

• Network & System Security Policy – This policy sets out detailed policy for system 

and network security and applies to IT department users. 

• Information Classification Policy – This policy sets out the policy for the 

classification of information. 

• Conditions of Connection – This policy sets out the Group policy for connecting to 

the network. It applies to all organizations connecting to the Group, and relates to the 

conditions that apply to different suppliers’ systems. 

8. Asynchronous Attacks: They occur in many environments where data can be moved 

asynchronously across telecommunication lines. Numerous transmissions must wait for 

the clearance of the line before data being transmitted. Data that is waiting to be 
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transmitted are liable to unauthorized access. Such attacks are called Asynchronous 

Attacks. These attacks are hard to detect because they are usually very small pin like 

insertions. There are many forms of asynchronous attacks; some of them are given as 

follows: 

• Data Leakage: Data is a critical resource for an organization to function effectively. 

Data leakage involves leaking information out of the computer by means of dumping 

files to paper or stealing computer reports and tape. 

• Wire-tapping: This involves spying on information being transmitted over 

telecommunication network. 

• Piggybacking: This is the act of following an authorized person through a secured 

door or electronically attaching to an authorized telecommunication link that 

intercepts and alters transmissions. This involves intercepting communication 

between the operating system and the user and modifying them or substituting new 

messages. A special terminal is tapped into the communication for this purpose. 

• Shutting Down of the Computer/Denial of Service: This is initiated through 

terminals or microcomputers that are directly or indirectly connected to the computer. 

Individuals, who know the high-level systems log on-ID initiate shutting down process. 

The security measure will function effectively if there are appropriate access controls 

on the logging on through a telecommunication network. When overloading happens, 

some systems have been proved to be vulnerable to shutting themselves. Hackers 

use this technique to shut down computer systems over the Internet. 

9. Data Resource Management Controls: Many organizations now recognize that data is a 

critical resource that must be managed properly and therefore, accordingly, centralized 

planning and control are implemented. For data to be managed; better users must be 

able to share data; data must be available to users when it is needed, in the location 

where it is needed, and in the form in which it is needed. Further it must be possible to 

modify data fairly easily and the integrity of the data be preserved. If data repository 

system is used properly, it can enhance data and application system reliability. It must be 

controlled carefully, however, because the consequences are serious if the data 

definition is compromised or destroyed. Careful control should be exercised over the 

roles by appointing senior, trustworthy persons, separating duties to the extent possible 

and maintaining and monitoring logs of the data administrator’s and database 

administrator’s activities. 

 The control activities involved in maintaining the integrity of the database is as under: 

(a)  Definition Controls: These controls are placed to ensure that the database always 

corresponds and comply with its definition standards.  

(b) Existence/Backup Controls: These ensure the existence of the database by 

establishing backup and recovery procedures. Backup refers to making copies of 

the data so that these additional copies may be used to restore the original data 
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after a data loss. Backup controls ensure the availability of system in the event of 

data loss due to unauthorized access, equipment failure or physical disaster; the 

organization can retrieve its files and databases. Various backup strategies are 

Dual recording of data; Periodic dumping of data; Logging input transactions; and 

Logging changes to the data.  

(c) Access Controls: Access controls are designed to prevent unauthorized individual 

from viewing, retrieving, computing or destroying the entity's data. Controls are 

established in the following manner: 

♦ User Access Controls through passwords, tokens and biometric Controls; and  

♦ Data Encryption: Keeping the data in database in encrypted form. 

(d) Update Controls: These controls restrict update of the database to authorized 

users in two ways; either by permitting only addition of data to the database or 

allowing users to change or delete existing data. 

(e) Concurrency Controls: These controls provide solutions, agreed-upon schedules 

and strategies to overcome the data integrity problems that may arise when two 

update processes access the same data item at the same time. 

(f) Quality Controls: These controls ensure the accuracy, completeness, and 

consistency of data maintained in the database. This may include traditional 

measures such as program validation of input data and batch controls over data in 

transit through the organization. 

10. Recovery Plan: Recovery plans set out procedures to restore full information system 

capabilities. Recovery plan should identify a recovery committee that will be responsible 

for working out the specifics of the recovery to be undertaken. The plan should specify 

the responsibilities of the committee and provide guidelines on priorities to be followed. 

The plan might also indicate which applications are to be recovered first. Members of a 

recovery committee must understand their responsibilities. Again, the problem is that 

they will be required to undertake unfamiliar tasks. Periodically, they must review and 

practice executing their responsibilities so they are prepared should a disaster occur. If 

committee members leave the organization, new members must be appointed 

immediately and briefed about their responsibilities. 

Test Plan: The final component of a disaster recovery plan is a test plan. The purpose of 

the test plan is to identify deficiencies in the emergency, backup, or recovery plans or in 

the preparedness of an organization and its personnel for facing a disaster. It must 

enable a range of disasters to be simulated and specify the criteria by which the 

emergency, backup, and recovery plans can be deemed satisfactory. Periodically, test 

plans must be invoked. Unfortunately, top managers are often unwilling to carry out a test 

because daily operations are disrupted. They also fear a real disaster could arise as a 

result of the test procedures. 
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To facilitate testing, a phased approach can be adopted. First, the disaster recovery plan 

can be tested by desk checking and inspection and walkthroughs, much like the 

validation procedures adopted for programs. Next, a disaster can be simulated at a 

convenient time-for example, during a slow period in the day. Anyone, who will be 

affected by the test (e.g. personnel and customers) also might be given prior notice of 

the test so they are prepared. Finally, disasters could be simulated without warning at 

any time. These are the acid tests of the organization’s ability to recover from a 

catastrophe. 

11. Incremental Backup: An Incremental Backup captures files that were created or 

changed since the last backup, regardless of backup type. The last backup can be a full 

backup or simply the last incremental backup. With incremental backups, one full 

backup is done first and subsequent backup runs are just the changed files and new files 

added since the last backup. 

 For example - Suppose an Incremental backup job or task is to be done every night from 

Monday to Friday. This first backup on Monday will be a full backup since no backups 

have been taken prior to this. However, on Tuesday, the incremental backup will only 

backup the files that have changed since Monday and the backup on Wednesday will 

include only the changes and new files since Tuesday’s backup. The cycle continues this 

way. 

 Advantages of Incremental Backup 

• Much faster backups. 

• Efficient use of storage space as files is not duplicated. Much less storage space 

used compared to running full backups and even differential backups. 

Disadvantages of Incremental Backup 

• Restores are slower than with a full backup and differential backups. 

• Restores are a little more complicated. All backup sets (first full backup and all 

incremental backups) are needed to perform a restore. 

12. Objectives and Goals of Business Continuity Planning 

The primary objective of a Business Continuity Plan is to minimize loss by minimizing the 

cost associated with disruptions and enable an organization to survive a disaster and to 

re-establish normal business operations. In order to survive, the organization must 

assure that critical operations can resume normal processing within a reasonable time 

frame. The key objectives of the contingency plan should be to: 

• Provide the safety and well-being of people on the premises at the time of disaster; 

• Continue critical business operations; 

• Minimize the duration of a serious disruption to operations and resources (both 

information processing and other resources); 
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• Minimize immediate damage and losses; 

• Establish management succession and emergency powers; 

• Facilitate effective co-ordination of recovery tasks; 

• Reduce the complexity of the recovery effort; and 

• Identify critical lines of business and supporting functions. 

The goals of the Business Continuity Plan should be to: 

• Identify weaknesses and implement a disaster prevention program; 

• minimize the duration of a serious disruption to business operations; 

• facilitate effective co-ordination of recovery tasks; and 

• reduce the complexity of the recovery effort. 

13. Agile Model: This is an organized set of software development methodologies based on 

the iterative and incremental development, where requirements and solutions evolve 

through collaboration between self-organizing, cross-functional teams. It promotes 

adaptive planning, evolutionary development and delivery; time boxed iterative approach 

and encourages rapid and flexible response to change. It is a conceptual framework that 

promotes foreseen interactions throughout the development life cycle.   

 Agile Manifesto is based on following 12  features: 

• Customer satisfaction by rapid delivery of useful software; 

• Welcome changing requirements, even late in development; 

• Working software is delivered frequently (weeks rather than months); 

• Working software is the principal measure of progress; 

• Sustainable development, able to maintain a constant pace; 

• Close, daily co-operation between business people and developers; 

• Face-to-face conversation is the best form of communication (co-location); 

• Projects are built around motivated individuals, who should be trusted; 

• Continuous attention to technical excellence and good design; 

• Simplicity;  

• Self-organizing teams; and 

• Regular adaptation to changing circumstances. 

14. File Conversion: Because large files of information must be converted from one medium 

to another, this phase should be started long before programming and testing are 

completed. The cost and related problems of file conversion are significant whether they 
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involve on-line files (common database) or off-line files. In order for the conversion to be 

as accurate as possible, file conversion programs must be thoroughly tested. Adequate 

control, such as record counts and control totals, should be required output of the 

conversion program. The existing computer files should be kept for a period of time until 

sufficient files are accumulated for back up. This is necessary in case, the files must be 

reconstructed from scratch after a "bug'' is discovered later in the conversion routine.  

System Conversion: After on-line and off-line files have been converted and the 

reliability of the new system has been confirmed for a functional area, daily processing 

can be shifted from the existing information system to the new one. All transactions 

initiated after this time are processed on the new system. System development team 

members should be present to assist and to answer any questions that might develop. 

Consideration should be given to operating the old system for some more time to permit 

checking, matching and balancing the total results of both systems. 

15. Developer Related Issues: Achieving the objectives of the system development is 

essential but many times, such objectives are not achieved as desired. An analysis on 

'why organizations fail to achieve their systems development objectives' reveals 

bottlenecks. The developer-related bottlenecks refer to the issues and challenges with 

regard to the developers. Some of them are as follows: 

• Lack of Standard Project Management and System Development 

Methodologies: Some organizations do not formalize their project management 

and system development methodologies, thereby making it very difficult to 

consistently complete projects on time or within budget. 

• Overworked or Under-Trained Development Staff: In many cases, system 

developers often lack sufficient educational background and requisite state of the 

art skills. Furthermore, many companies do a little to help their development 

personnel stay technically sound, and more so a training plan and training budget 

do not exist. 

16. Information Systems (IS) Audit has been categorized into five types: 

(i) Systems and Application: An audit to verify that systems and applications are 

appropriate, are efficient, and are adequately controlled to ensure valid, reliable, 

timely, and secure input, processing, and output at all levels of a system's activity. 

(ii) Information Processing Facilities: An audit to verify that the processing facility is 

controlled to ensure timely, accurate, and efficient processing of applications under 

normal and potentially disruptive conditions. 

(iii) Systems Development: An audit to verify that the systems under development 

meet the objectives of the organization and to ensure that the systems are 

developed in accordance with generally accepted standards for systems 

development. 
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(iv) Management of IT and Enterprise Architecture: An audit to verify that IT 

management has developed an organizational structure and procedures to ensure a 

controlled and efficient environment for information processing. 

(v) Telecommunications, Intranets, and Extranets: An audit to verify that controls 

are in place on the client (end point device), server, and on the network connecting 

the clients and servers. 

17. The role of Auditors w.r.t evaluation of implementation of Security Management Controls 

is as under: 

• Auditors must evaluate whether security administrators are conducting ongoing, 
high-quality security reviews or not; 

• Auditors check whether the organizations audited have appropriate, high-quality 
disaster recovery plan in place; and  

• Auditors check whether the organizations have opted for an appropriate insurance 
plan or not. 

 The role of Auditors w.r.t evaluation of implementation of Operations Management 

Controls is as under: 

• Auditors should pay concern to see whether the documentation is maintained 
securely and that it is issued only to authorized personnel. 

• Auditors can use interviews, observations, and review of documentation to evaluate - 

♦ the activities of documentation librarians; 

♦ how well operations management undertakes the capacity planning ad 
performance monitoring function;  

♦ the reliability of outsourcing vendor controls;  

♦ whether operations management is monitoring compliance with the 
outsourcing contract; and 

♦ whether operations management regularly assesses the financial viability of 
any outsourcing vendors that an organization uses. 

18. (a) Section 72 of the IT (Amendment) Act, 2008 gives the definition on “Penalty for 

breach of confidentiality and privacy”. 

 [Section 72] Penalty for breach of confidentiality and privacy 

 Save as otherwise provided in this Act or any other law for the time being in force, 

any person who, in pursuance of any of the powers conferred under this Act, rules 

or regulations made thereunder, has secured access to any electronic record, book, 

register, correspondence, information, document or other material without the 

consent of the person concerned discloses such electronic record, book, register, 

correspondence, information, document or other material to any other person shall 
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be punished with imprisonment for a term which may extend to two years, or with 

fine which may extend to one lakh rupees, or with both.  

(b) Audit Report Norms set up by SEBI for System Controls and Audit are as follows:  

• The Systems Audit Reports and Compliance Status should be placed before 

the Governing Board of the Stock Exchanges/Depositories and the system 

audit report along with comments of Stock Exchanges / Depositories should be 

communicated to SEBI.  

• The Audit report should have explicit coverage of each Major Area mentioned 

in the TOR, indicating any Nonconformity (NCs) or Observations (or lack of it). 

For each section, auditors should also provide qualitative input about ways to 

improve the process, based upon the best practices observed.  

19. Green Computing Best Practices are as follows: 

Develop a sustainable Green Computing plan  

• Involve stakeholders to include checklists, recycling policies, recommendations for 

disposal of used equipment, government guidelines and recommendations for 

purchasing green computer equipment in organizational policies and plans;  

• Encourage the IT community for using the best practices and encourage them to 

consider green computing practices and guidelines.  

• On-going communication about and campus commitment to green IT best practices 

to produce notable results. 

• Include power usage, reduction of paper consumption, as well as recommendations 

for new equipment and recycling old machines in organizational policies and plans; 

and 

• Use cloud computing so that multiple organizations share the same computing 

resources, thus increasing the utilization by making more efficient use of hardware 

resources. 

Recycle 

• Dispose e-waste according to central, state and local regulations; 

• Discard used or unwanted electronic equipment in a convenient and 

environmentally responsible manner as computers emit harmful emissions;  

• Manufacturers must offer safe end-of-life management and recycling options when 

products become unusable; and  

• Recycle computers through manufacturer’s recycling services.  
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Make environmentally sound purchase decisions 

• Purchase of desktop computers, notebooks and monitors based on environmental 

attributes; 

• Provide a clear, consistent set of performance criteria for the design of products; 

• Recognize manufacturer efforts to reduce the environmental impact of products by 

reducing or eliminating environmentally sensitive materials, designing for longevity 

and reducing packaging materials; and 

• Use Server and storage virtualization that can help to improve resource utilization, 

reduce energy costs and simplify maintenance.  

Reduce Paper Consumption 

• Reduce paper consumption by use of e-mail and electronic archiving; 

• Use of “track changes” feature in electronic documents, rather than redline 

corrections on paper;  

• Use online marketing rather than paper based marketing; e-mail marketing solutions 

that are greener, more affordable, flexible and interactive than direct mail; free and 

low-cost online invoicing solutions that help cut down on paper waste; and 

• While printing documents; make sure to use both sides of the paper, recycle 

regularly, use smaller fonts and margins, and selectively print required pages. 

Conserve Energy 

• Use Liquid Crystal Display (LCD) monitors rather than Cathode Ray Tube (CRT) 

monitors; 

• Develop a thin-client strategy wherein thin clients are smaller, cheaper, simpler for 

manufacturers to build than traditional PCs or notebooks and most importantly use 

about half the power of a traditional desktop PC; 

• Use notebook computers rather than desktop computers whenever possible; 

• Use the power-management features to turn off hard drives and displays after 

several minutes of inactivity; 

• Power-down the CPU and all peripherals during extended periods of inactivity; 

• Try to do computer-related tasks during contiguous, intensive blocks of time, leaving 

hardware off at other times; 

• Power-up and power-down energy-intensive peripherals such as laser printers 

according to need;  

• Employ alternative energy sources for computing workstations, servers, networks 

and data centers; and 
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• Adapt more of Web conferencing offers instead of travelling to meetings in order to 

go green and save energy. 

20. Community Cloud: The community cloud is the cloud infrastructure that is provisioned 

for exclusive use by a specific community of consumers from organizations that have 

shared concerns (eg. mission security requirements, policy, and compliance 

considerations). It may be owned, managed, and operated by one or more of the 

organizations in the community, a third party or some combination of them, and it may 

exist on or off premises. In this, a private cloud is shared between several organizations. 

This model is suitable for organizations that cannot afford a private cloud and cannot rely 

on the public cloud either. 
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Characteristics of Community Clouds are as follows: 

• Collaborative and Distributive Maintenance: In this, no single company has full 
control over the whole cloud. This is usually distributive and hence better 
cooperation provides better results. 

• Partially Secure: This refers to the property of the community cloud where few 
organizations share the cloud, so there is a possibility that the data can be leaked 
from one organization to another, though it is safe from the external world. 

• Cost Effective: As the complete cloud is being shared by several organizations or 

community, not only the responsibility gets shared; the community cloud becomes 

cost effective too. 

21. (a)  Storage as a Service (STaaS): STaaS, an instance of IaaS, provides storage 

infrastructure on a subscription basis to users who want a low-cost and convenient 

way to store data, synchronize data across multiple devices, manage off-site 

backups, mitigate risks of disaster recovery, and preserve records for the long-term. 
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It is an ability given to the end users to store the data on the storage services 

provided by the service provider. STaaS allows the end users to access the files at 

any time from any place. STaaS provider provides the virtual storage that is 

abstracted from the physical storage of any cloud data center. STaaS is also a 

cloud business model that is delivered as a utility.  

(b) Firewall: Organizations connected to the Internet and Intranet often implements an 

electronic firewall to insulate their network from intrude. A Firewall is a system that 

enforces access control between two networks. To accomplish this, all traffic 

between the external network and the organization’s Intranet must pass through the 

firewall. Only authorized traffic between the organization and the outside is allowed 

to pass through the firewall. The firewall must be immune to penetrate from both 

outside and inside the organization. In addition to insulating the organization’s 

network from external networks, firewalls can be used to insulate portions of the 

organization’s Intranet from internal access also.  

(c) Folksonomy: This allows the free classification of information available on the web, 

which helps the users to classify and find information, using approaches such as 

tagging. Also known as Social Bookmarking, the bookmarks in a folder are not 

stored on the user’s  computer rather tagged pages are stored on the web 

increasing the accessibility from any computer connected to the Internet.  

(d) Two types of audit trails that should exist in each subsystem are as follows:  

♦ Accounting Audit Trail: An Accounting Audit Trail maintains a record of 

events within the subsystem; and  

♦ Operations Audit Trail: An Operations Audit Trail maintains a record of the 

resource consumption associated with each event in the subsystem.  

(e) Disadvantages of Full Backup are as follows: 

- Backups can take very long as each file is backed up again every time the full 

backup is run.  

- Full Backup consumes the most storage space compared to incremental and 

differential backups. The exact same files are stored repeatedly resulting in 

inefficient use of storage.  

22.  (a) Physical Controls: These controls are groups of transactions that constitute a 

physical unit. For example – source documents might be obtained via the email, 

assembled into batches, spiked and tied together, and then given to a data-entry 

clerk to be entered into an application system at a terminal.  

 Logical Controls: These are group of transactions bound together on some logical 

basis, rather than being physically contiguous. For example - different clerks might 

use the same terminal to enter transaction into an application system. Clerks keep 

control totals of the transactions into an application system.  
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(b) Corrective Controls: Corrective controls are designed to reduce the impact or 

correct an error once it has been detected. Corrective controls may include the use 

of default dates on invoices where an operator has tried to enter the incorrect date. 

A Business Continuity Plan (BCP) is considered to be a corrective control. Some of 

the Corrective Controls may be Contingency planning; Backup procedure; Rerun 

procedures; Change input value to an application system; and Investigate budget 

variance and report violations. 

 Compensatory Controls: Controls are basically designed to reduce the probability 

of threats, which can exploit the vulnerabilities of an asset and cause a loss to that 

asset. Sometimes, while designing and implementing controls, organizations 

because of different constraints like financial, administrative or operational, may not 

be able to implement appropriate controls. In such a scenario, there should be 

adequate compensatory measures, which may although not be as efficient as the 

appropriate control, but reduce the probability of loss to the assets. Such measures 

are called compensatory controls.   

(c) System Analysis: System Analysis is the process of gathering and interpreting 

facts, diagnosing problems, and using the information to recommend improvements 

to the system.  

 System Design: System Design is the process of planning and structuring a new 

business system or one to replace or complement an existing system.  

(d)  Hardware Acquisition: In case of procuring such machinery as machine tools, 

transportation equipment, air conditioning equipment, etc., the management can 

normally rely on the time tested selection techniques and the objective selection 

criteria can be delegated to the technical specialist. The management depends 

upon the vendor for support services, systems design, education and training etc., 

and expansion of computer installation for almost an indefinite period; therefore, 

this is not just buying the machine and paying the vendor for it but it amounts to an 

enduring alliance with the supplier.  

Software Acquisition: Once user output and input designs are finalized, the nature 

of the application software requirements must be assessed by the systems analyst. 

This determination helps the systems development team to decide “what type of 

application software products is needed” and consequently, the degree of 

processing that the system needs to handle. This helps the system developers in 

deciding about the nature of the systems software and computer hardware that will 

be most suitable for generating the desired outputs, and also the functions and 

capabilities that the application software must possess. At this stage, the system 

developers must determine whether the application software should be created in-

house or acquired from a vendor. 

(e)  Asset: Asset can be defined as something of value to the organization; e.g., 

information in electronic or physical form, software systems, employees. 
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Irrespective of the nature of the assets themselves, they all have one or more of the 

following characteristics: 

♦ They are recognized to be of value to the organization. 

♦ They are not easily replaceable without cost, skill, time, resources or a 

combination. 

♦ They form a part of the organization’s corporate identity, without which, the 

organization may be threatened. 

♦ Their data classification would normally be Proprietary, Highly confidential or 

even Top Secret. 

 It is the purpose of Information Security Personnel to identify the threats against the 

risks and the associated potential damage to, and the safeguarding of Information 

Assets. 

 Threat: Any entity, circumstance, or event with the potential to harm the software 

system or component through its unauthorized access, destruction, modification, 

and/or denial of service is called a Threat. A Threat is an action, event or condition 

where there is a compromise in the system, its quality and ability to inflict harm to 

the organization. Threat has capability to attack on a system with intent to harm. 

Every system has a data, which is considered as a fuel to drive a system, data is 

nothing but assets. Assets and threats are closely correlated. A threat cannot exist 

without a target asset. Threats are typically prevented by applying some sort of 

protection to assets. 

23.  (a)  Mr. Z is liable under Section 66D of IT Act, 2000. Section 66D deals with the 

punishment for cheating by personation by using computer resource. According to 

the provision, whoever, by means of any communication device or computer 

resource cheats by personating, shall be punished with imprisonment of either 

description for a term which may extend to three years and shall also be liable to 

fine which may extend to one lakh rupees. 

(b) Mr. X is not liable as he was convinced that he is providing the data to the rightful 

person. So providing the information will utmost good faith will not make him liable. 

24. (a) A company XYZ should adopt ISO 27001 for the following reasons:  

♦ It is suitable for protecting critical and sensitive information.  

♦ It provides a holistic, risk-based approach to secure information and 

compliance.  

♦ Demonstrates credibility, trust, satisfaction and confidence with stakeholders, 

partners, citizens and customers.  

♦ Demonstrates security status according to internationally accepted criteria.  
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♦ Creates a market differentiation due to prestige, image and external goodwill.  

♦ If a company is certified once, it is accepted globally.  

(b) The management of an enterprise PQR should opt for the implementation of 

Enterprise Resource Planning (ERP). ERP is process management software that 

allows an organization to use a system of integrated applications to manage the 

business and automate many back office functions related to technology, services 

and human resources. ERP software integrates all facets of an operation, including 

product planning, development, manufacturing, sales and marketing. ERP software 

is considered an enterprise application as it is designed to be used by larger 

businesses and often requires dedicated teams to customize and analyze the data 

and to handle upgrades and deployment. In contrast, Small business ERP 

applications are lightweight business management software solutions, customized 

for the business industry we work in.  

 Benefits of Enterprise Resource Planning (ERP) are as follows: 

♦ Streamlining processes and workflows with a single integrated system.  

♦ Reduce redundant data entry and processes and in other hand it shares 

information across the department.  

♦ Establish uniform processes that are based on recognized best business 

practices.  

♦ Improved workflow and efficiency.  

♦ Improved customer satisfaction based on improved on-time delivery, increased 

quality, shortened delivery times.  

♦ Reduced inventory costs resulting from better planning, tracking and 

forecasting of requirements.  

♦ Turn collections faster based on better visibility into accounts and fewer billing 

and/or delivery errors.  

♦ Decrease in vendor pricing by taking better advantage of quantity breaks and 

tracking vendor performance.  

♦ Track actual costs of activities and perform activity based costing.  

♦ Provide a consolidated picture of sales, inventory and receivables.  

25.  (a) Some of the major ways of protecting the installation against water damage are as 

follows: 

♦ Water Detectors: These should be placed under the raised floor, near drain 

holes and near any unattended equipment storage facilities. 

♦ Strategically Locating the Computer Room: To reduce the risk of flooding, 

the computer room should not be located in the basement or ground floor of a 
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multi-storey building.  Studies reveal that the computer room located in the top 

floors is less prone to the risk of fire, smoke and water. 

♦ Some of the other major ways of protecting the installation against water 

damage are as follows: 

 Wherever possible have waterproof ceilings, walls and floors;  

 Ensure an adequate positive drainage system exists; 

 Install alarms at strategic points within the installation; 

 In flood areas have the installation above the upper floors but not at the 

top floor;  

 Water proofing; and 

 Water leakage Alarms. 

(b)  Some of the proposal validation methods that may be adopted in order to validate 

vendor’s proposal are as follows: 

♦ Checklists: It is the most simple and a subjective method for validation and 

evaluation. The various criteria are put in check list in the form of suitable 

questions against which the responses of the various vendors are validated. 

For example, Support Service Checklists may have parameters like 

Performance; System development, Maintenance, Conversion, Training, Back-

up, Proximity, Hardware and Software. 

♦ Point-Scoring Analysis: Point-scoring analysis provides an objective means 

of selecting a final system. There are no absolute rules in the selection 

process, only guidelines for matching user needs with software capabilities. 

Thus, even for a small business, the evaluators must consider such issues as 

the company’s data processing needs, its in-house computer skills, vendor 

reputations, software costs, and so forth.  

♦ Public Evaluation Reports: Several consultancy as well as independent 

agencies compare and contrast the hardware and software performance for 

various manufacturers and publish their reports in this regard. This method has 

been frequently and usefully employed by several buyers in the past. For those 

criteria, however, where published reports are not available, reports would 

have to be made to other methods of validation. This method is particularly 

useful where the buying staff has inadequate knowledge of facts. 

♦ Benchmarking Problems related Vendor’s Solutions: Benchmarking 

problems related to vendors’ proposals are accomplished by sample programs 

that represent at least a part of the buyer’s primary work load and include 

considerations and can be current applications that have been designed to 

represent planned processing needs. That is, benchmarking problems are 
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oriented towards testing whether a solution offered by the vendor meets the 

requirements of the job on hand of the buyer. 

♦ Testing Problems: Test problems disregard the actual job mix and are 

devised to test the true capabilities of the hardware, software or system. For 

example, test problems may be developed to evaluate the time required to 

translate the source code (program in an assembly or a high level language) 

into the object code (machine language), response time for two or more jobs in 

multi-programming environment, overhead requirements of the operating 

system in executing a user program, length of time required to execute an 

instruction, etc. The results, achieved by the machine can be compared and 

price performance judgment can be made.  
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